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Risk analysis
Security Plan

Beer Trial

Saxion Hogeschool, Enschede
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Note 1: Risk analysis provides a basis for risk evaluation, risk treatment
and risk acceptance.

Note 2: Information can include historical data, theoretical analysis,
informed opinions, the concerns of stakeholders, and so on.

Risk
Combination of the probability (KANS) of an event and
its consequence (IMPACT)
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Note: A security plan may include but not limited to risk treatment plan,
resource management plan, and so on.

Risk Treatment plan

A plan that identifies the appropriate management
action, resources, responsibilities and priorities for
managing information security risks.
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* Risk Estimation * Risk Transfer

» Risk Evaluation * Risk Retention

* Risk Assessment » Risk Acceptance

» Risk Identification * Residual Risk
Information Security

preservation of confidentiality, integrity and availability of information; in
addition, other properties, such as authenticity, accountability,
nonrepudiation, and reliability can also be involved.

NOTE: The aim of information security is to assure that information and
information processes are free from unacceptable risks.  As in 1ISO-27000 (draft)
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ISO/IEC 27005 Information security risk management

ISO/IEC 27006 Requirements for certification bodies

ISO/IEC 27007 Guidelines for Information security management systems auditing
ISO/IEC 27011 Information security management guidelines for telecommunications
ISO/IEC 27031 Business Continuity

ISO/IEC 27032 Guidelines for cybersecurity

ISO/IEC 27033 IT network security

ISO/IEC 27034 Guidelines for application security
ISO/IEC 27799 Security Management in Health
Up to ISO 27059 Reserved for future standards
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INTERNATIONAL ~ ISO/IEC
STANDARD 27002

INTERNATIONAL ~ ISO/IEC
STANDARD 27001

ol cc TR ISO/IEC 27002

Code of Practice for Information
Security Management
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1999 BS 7799-1 revised BS 7799-2 revised
2000 ISO 17799
2002 BS 7799-2:2002
2005 ISO/IEC 17799:2005
2005/11 ISO/IEC 27001
2007/07 ISO/IEC 27002
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INTERNATIONAL INTERNATIONAL ISO/EC
2708

STANDARD STANDARD 02
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(RTP).

documentation.

with the standard.

in-depth audit involving testing the
existence and effectiveness of the
ISMS and information security
controls stated in the SoA and RTP,
as well as their supporting

is a reassessment audit to confirm
that a previously-certified
organization remains in compliance

Aanvraag

(SoA) and Risk Treatment Plan

Saxion Hogeschool, Enschede

Documentation

Risk Assessment

Risk Treatment Plan
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based on a business risk approach,
is intended to ensure the

availability, confidentiality & inteqrity

of information and associated assets.

Management system: a system to establish and achieve policy and objectives.
System: a set of interrelated or interacting elements.
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ISO/IEC 27001

Information
Security
Management
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Incident Procedure

Check (Monitor & Review):

Measure effectiveness - Review Risk Assessments —
Conduct ISMS audits — Undertake Management Reviews

Act (Maintain & Improve):

Improvements — Implement & Verify Corrective &
Preventive Actions
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Assess the business harm, likelihood, levels of risk

f) Id_e&ﬂify and evaluate options for the treatment of
risks

g) Select control objectives and controls for the
treatment of risks
...from Annex A...

09/09/09 Van risico analyse naar security plan. 16

Aart Bitter, 9 september 2009 8



Van risico analyse naar security plan Saxion Hogeschool, Enschede

« risk acceptance: make decisions concerning all risks remained
impact
Jfransier| Reduce
likelihood
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5.5ecurity Policy

6. Organization of IS

13. IS incident Mﬁt 14. Contmult‘ manaﬁement
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ESTABLISH CONTEXT

RISK ASSESSMENT

RISK IDENTIFICATION

RISK ESTIMATION

RISK EVALUATION

RISK TREATMENT

RISK COMMUNICATION
RISK MONITORING AND REVIEW

RISK RISK RISK RISK
AVOIDANCE | TRANSFER REDUCTION || ACCEPTANCE

RISK ACCEPTANCE
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* Threat

Vulnerability

Existing Controls
Likelihood
* Impact
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Cost of Corporate Customer Satisfaction
Value Financial Loss Disruption Legal Costs Embarrassment  (# of complaints per day)
Less than
1 Less than £10,000/£100,000 Less than £10,000| Workgroup Less than 10
£10,000 to £100,000 to £10,000 to
2 |£100,000 £1,000,000 £1,000,000 Departmental 11-20
£100,000 to £1,000,000 to £1,000,000 to
3 |£1,000,000 £10,000,000 £10,000,000 Borough 21-30
£10,000,000 to
£100,000,000
(inc. Possible
£1,000,000 to £10,000,000 to Prosecution of
4 |£10,000,000 £100,000,000 CISO) National 31-40
More than
£100,000,000
(inc. Possible
More than More than Prosecution of
5 £10,000,000 £100,000,000 Directors) International 41-50
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Make Model Serial No Location

Asset type

Cost

n Calcul; Methods

I A Highest Sum Multiply Average

Server Sun Fire IIT | 26342 IT Office | £17.000,00
IT Server Sun Sun Fire 26343 IT Office |£17.000,00 | 5|5| 5 5 il 125 5,00
x4500
T Worksation Dell P860 100052 IT Office £740,00 | 44| 4 4 12 64 4,00
Board Laptop Dell L1420 100053 Directors £680,00 (44| 4 4 12 64 4,00
HR Workstation Dell P460 100065 HR Office £680,00 | 44| 4 4 12 64 4,00
Admin Workstation Dell P390 100072 |Front Office| £560,00 |3 (4| 3 4 10 36 BiSs)

Valuation provided by owners
and users of assets

Consistency required
across organisation
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Saxion Hogeschool, Enschede

etween times a year

Over 5 times a year

Definition

If the vulnerability is exploited, up to
33% of the asset will be lost

If the vulnerability is exploited, up to
66% of the asset will be lost

If the vulnerability is exploited, the
asset will be completely lost
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Van risico analyse naar security plan.

25

Likelihood

Control
Control
Control
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ISO/IEC IS 13335-2 (ISO/IEC IS 27005)

ISO/IEC IS 17799:2005

ISO/IEC IS 27001 (BS7799-2:2002)

IT-GRUNDSCHUTZ (IT BASELINE PROTECTION MANUAL)
MARION

MEHARI

OCTAVE V2.0 (AND OCTAVE-S V1.0 FOR SMALL AND
MEDIUM BUSINESSES)

- SP800-30 (NIST)
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+ EBIOS

+ GSTOOL

* ISAMM

+ OCTAVE

+ PROTEUS
* RA2

* RISKWATCH
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Risico’s verschillen per situatie

Zorg voor eenduidige criteria en termen
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Security policies & objectives

Risk assessment & Controls
Maintain
&

Improve

Implement Risk Treatment plan

Monitor & Review ISMS
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Volume Indicator: Shows how
much beer is left in the keg

17T

Freshness Indicator: Beer stays
fresh 30 days from tapping

]

Temperature Indicator: Shows

0337
actual Beer temperature

Temperature Control: choose

=i from 3 temperature settings.
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Disruption of business
Value Financial Loss Embarrassment activities Public Order
1 [<€1.000 Department < 10% Shrug shoulders
2 |[€1.000-€10.000 |Corporate 10 % -50 % Grumble
3 |>€10.000 CNN >50 % Strike
Valuation
Owner Asset type cC 1 A
IT Beertender [ 1 [3] 2
09/09 /09 Van risico analyse naar security plan. 35

» Wrong BEER (Overdue/Warm)

» Unauthorised System Access — Use of weak
passwords

+ No BEER

» Theft of the Beertender display - Inadequate
use of physical access controls
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\ 3 |Over 5 times a year
Impact ' Definition

If the vulnerability is exploited, up to

1 33% of the asset will be lost
If the vulnerability is exploited, up to

2 66% of the asset will be lost
If the vulnerability is exploited, the

3 asset will be completely lost
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(routers, fire\}valls, etc.)

Likelihood: 1

Impact: 2

Risk = 1x1x2=2

Possible control:

* 11.4.7 Network Routing Control
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uinerapllity: Use OT weak passworas

* Likelihood: 2
» Impact: 3
* Risk = 3x2x3=18
» Possible control:
* 11.3.1 Password Use
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access controls

» Likelihood: 2
» Impact: 3
* Risk = 2x2x3=12
» Possible control:
+ 8.2.2 Security Awareness, education & training
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Risk=12:

8.2.2 Security Awareness, Education &
Training

Risk=2:
11.4.7 Network Routing Control
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» De aanpak uit ISO-27005 zorgt voor
een herhaalbare risico analyse
methode.

* Met het ISMS kunnen we Information
Security in een organisatie continu
onderhouden en verbeteren.
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==

“That’'s one small step for a man, a
giant leap for mankind.”
Neil Armstrong, Apollo 11, 21 july 1969
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BOB-T6.IT Bebesr 2006 15-10-2005 16:20

Invoering van 1SO 17799:
een succesvolle aanpak

Wi ken e nm 15017795 et it sces v e bekende o v 8.5
invoering ven infarmatiebeveiliging is de aigelopen jaren sterk tosgenamen. .
De vermiuude versie van d ‘Cods of Proctic for Information Securiy

Management, ook bekend ais de B57799 en in het Nederiands vertaald naar governance

de Cade voo! ir i ndaerd. s - - -
cnderde noam ISQ/IEC 17799-1: 2000 Dit it i voor nog meer organsaties Casus bij financigle instellingen

Information security

e walen implementeren binnen hun organisaie.
Dt artel beschuiR ervaringen van een intematianaa invos ingstrajact van deze
aord. Het geet i i een

implementatia bepalen. Na ‘corporate governanee’ en
Thgovamance’ duikt binren
(Medlerlandse) organisaties het begrip
information sscurity governance’ op:
ledereen ‘moet aan de govemance’.
Maar watis govemance, en wat is
dan de betekenis van informaticn
sacuity governance?
En onherrospslifk rist de vrasg:

hoe implementeren we information
secuity governance? De auteur
gesft e=n inkiding in het begrip
“infarmation sacurity governance,
&= Liiieg van een information
security governance-model en esn
beschiijving van een aanpak om
information security govemance
werkend te maken &n te houden

V) A i e
s
=
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IT Audits - Security Consulting - Training

‘+ NIST 800-50 Building an IT Security Awareness and Traini
« ENISA Information Security Certifications (PDF)
'« GOA Information Security Learning from Leading O izatic

e e-mail: info@information-security-governance.com =
@ interne: Vi mizw -
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www.information-security-governance.com
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