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* Improved Third-Party Security Products 11%

» More Regulatory Requirements 9%
» Security Has Become More
Centralized/Standardized 7%
* Increased Budgeting/IT Spending 5%
* More IT Staffing 5%
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years.
+ Through 2008, security managers who fail to
gain relevant new skills will increasingly be
sidelined within the enterprise.

» Improved maturity of Security: from reactive technical
activities to proactive, business-oriented strategy.
Source: Gartner 2007 Predictions

» Through 2008, Will the Boardroom Seriously
Seek Security?
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SHERLOCK HOLMES
RESUME SERVICE

* INTERNATIONALLY
FAMOUS WRITER

* OVER 1,000,000
WORDS IN PRINT

* WILL WRITE YOU A
WINNING

RESUME

+ 30 Years Professional Writing
« Excutive or Entry-Level

4 « Cover Letters, Reference Lists
« Free Consultation

« Laser Printing / Computer Typesetting
+ Quality Paper / Matching Envelopes

+ Rush Service - While You Wait

+ Student Discounts

+ General & Business Writing / Editing

Fr——
T L
IERICA (SFWA)

LTADENA CHAMBER OF COMMNERCE

1575 N. LAKE AVE., SUITE 202 PASADENA
(2 Blks. North of Washington - Lake Exit Off 210)
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5 Secunty Inmdent Management ——

6. Business Continuity Management -

7. Controleplannen (Compliance)
8. (Physical) Access Control (People-Process-

echnology) O
9. Asset management and classification ot
10.Information systems and Mobile devices

27 november 2007 SBIT congres: “Taking Security Seriously”

€/$ Expendlture

l

/ Cost of security
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low Security high
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ISO/IEC 27001
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Security policy &
Organization

Responsibilities ) , ] Business Objectives

Security analysis

Monitoring 3 < k management
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Implementation
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Basic maturity level "
Initial maturity level
Evaluation | Security policy & Organization
Review ISMS — S oramtion — Define security policy
Determine security improvements — — Define security objectives

— Define requirements
— Define the risk assessment method
— Define the acceptance level if risk

Monitoring

Security analysis
Mea: ntrol effectiveness — E
R Son ¥ % — Tdentify assets
Monitor Service quality — o
S — Identify threats

Detect deficiencies — 5

Monitor internal control Taenitity U A
— Define attributes of threats

— Define past measures
— Define control effectiveness:

Impl itation Risk management

‘Construct risk treatment plan — — Estimate risk
Approval by the management — — Risk treatment.
‘Change people — — Prioritize controls
Change technology — — Define KPI's
‘Change processes — b=
Receive management sign off —
Security Framework
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Policy & Organisation
5

Evaluation Security assessment
Define processes
Set standard input and output m Bank
Al the processes are integrated

® Qverheid
Energie
Detailhandel
Monitoring ) Risk Management
Guided proce:

‘The output is described in detail
Responsibilities are assigned

Implementation

=
4
kP are defined
* Process is centrally managed
* Management is responsible
3]
%
H
Man leve z
22
-
+ Introduce benchmarking 1
+ Evaluate past outcomes
* Aim continuous improvement
Optimized level
Type of industry
Il Financials [ Energy
Bl Government Bl Rewil
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S Risk Mgt.
o
Scorecards | © Normen
Assessments | = Performance- &
i g Risk Indicators
Audits o
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= N Implementation @
Maatregelen
Shieck Processen Do
Procedures
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* Informatiebeveiliging en risicoanalyse *
» Risicomanagementmethode

» Beveiligingsorganisatie so=""t-

t=lnis
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Risico matrix

!l!t»ﬁ"\

» Welke risico’s accepteert u -

+ Welke maatregelen gaat u nemen,”. o Ry

« Hoe gaat u meetregelen invoeren @\

- Hoe gaat u informatiebeveiliging =
m ete n Beveiligingsbeleid
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Kennis van de
organlsaue -
° (zichtbaar)

Kennls &
Vaardigheden

Ccultuur
(onzichitozar)
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Risico matrix

Onwaar-
schinlijk

Laag Midgel

Resultaten Security Scan

Categorie it de Code

SecurityLavalo SecuriyLovel 1 SecuriyLovelz

s

1SO17799 overall compliance
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