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Governance & Compliance

Doelstellingen

“Derived from Latin

Governance
origins that suggest the
_ nolion ol steenng
C} Toezicht houden

Verantwoordelijkheden .
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Agenda ¢
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» Governance, Compliance
 Information Security Governance

» Aanpak om information security governance
in organisaties in te voeren en te borgen

» Relaties tussen information security en
service management
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Information Security Governance

Verant- .
Doelstell
woordelijkheden oelstellingen

Informatie-
beveiligingsbeleid

Risico
Bewaken management
Implementeren I
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» Governance, Compliance
» Information Security Governance
« Aanpak om information security governance
In organisaties in te voeren en te borgen
* Relaties tussen information security en
service management
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Information Security Governance
aanpak

Beleid
((” Wet- en regelgevmg
Allgnment
Act Plan
Informatie- .
g beveiligingsbeleid ' - Risk Mgt.
Scorecards g isi ) Normen
Assessments | = Bewaken e ' 3 | Performance- &
; S S’ | Risk Indicators
Audits O Q
Invoeren

= N Implementation @

Maatregelen
Check Processen
Procedures
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Security Governance processen

Business
objectives

Strategic :
"
Risk Management -
Tactical Planning
Policies
Operational
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Doelstellingen voor
informatiebeveiliging
Wettelijke eisen en regels ;}:
Informatiebeveiliging en risicoanalyse
Risicomanagement T
Beveiligingsorganisatie -
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Planning - Risicomanagement ("4

» Risicomanagement:
» Welke risico’s accepteert u 1.
» Welke maatregelen gaat u nemen . i z@vélﬂﬂ
* Hoe gaat u meetregelen invoeren

« Hoe gaat u informatiebeveiliging ™=
meten TN
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Implementation - Invoeren
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Service & Security Management
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NEW: ISO-20000 process model

Capacity Management

Service Continuity and
Availability management

Release Processes
Release Management

Service Delivery Processes

Service Level management Information Security
Managemen

Service Reporting

Control Processess
Configuration Managemen
Change Management

Budgeting and Accounting
For IT Services

t

Resolution Proc
Incident Management

Problem Management

Relationship Prc
Business Relationship
Management

Supplier Management
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CobIT 4.0

WE1 Monitor and evaluate IT perfor mance,
MEZ Monitor and evaluate inizrmal centrol
MES Ensure regulatory compliance.

W4 provde 1| govermance.

MONITOR AND
PUAITIAT

DS1 Define and manage service levels
DSZ Manage thirc-parly serices,
DS3 Manage performance and capacity.

0S5 _Ensure systems ssourit
i,
55 o

DS12 Manage the physical eavironment.

DS13 Manage operations

BUSINESS @BJECTIVES

GOVERNANGEBBJECTIVES

Define ast

Manage g

Define the infor
etorrmine technological direction

ieine the T processes. organisation and relationships.
lanage the IT investraent.

Communicate managemert sims and direction.

anage IT s

uality.

sess and manage IT risks.
Manage projects

trategic IT plan
rmatin architesture.

human resourt

ACQUIRE AND
IMPLEMENT

AI3 Azquire and maintain

RIS Procure IT resources.
AI5 Manage changes.
Al

Alt Identity automated sol iions.
12 Azquire and maintain Spgh

pplication software.
technology infrastructure.

nd changes.
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Informatie-
beveiligingsbeleid

v

Risicomanagement

v

Invoeren

v

Bewaken

Monitoring

Committee of Sponsoring Organizations
of the Treadway Commission 'a
- >
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Service Management en Security

Establish the
ISMS

Implement &
Operate the ISMS DO

Implement the defined
and agreed processes

Check

Establish policies
and processes

Plan

Informatie-
beveiligingsbeleid

Maintain &
Improve ISMS

Continually improve the
operation of the ISMS

Assess performance

Monitor &
Review ISMS

against defined policies

Information Security Management System
IT Service Management System_ f‘ ﬁ
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Control Framework

Processes, ITIL, MOF, ...

Procedures, work instructions,
Technical standards & guidelines
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Certificeringen T
ISO- 2 001
Control Environment
Information and Communication
Risk Assessment SoX:
CobIT
Monitoring ITGC
1ISO-20000 : : coso E1
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Information Security Governance

& Service Management

Process - & Aantoonbaar

Risk Based

Opzet, bestaan en...
werking

©

Continue assessments

Interne
procesverbeteringen

Leveren en bewaren
van evidence
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Sign-offs and audits
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Information Security Governance
& de Service Manager (1)

2“0

» \/oldoen aan interne controle en
risicobeheersing

» Change-, Autorisatie- en Identity
Management procedures, Logging &
Monitoring, Bewijsplicht en Bewaarplicht

* Maatregelen, review/monitor, evidence,
document
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Information Security Governance
& de Service Manager (2)

» SLA en contracten dienen
(wederzijdse) rechten en plichten te
omvatten op het gebied van:

* Informatiebeveiliging
» Wet- en regelgeving
* Rapportages en audits
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Conclusie

Compliance en Governance eisen kunnen
vergaande gevolgen hebben voor de ICT
organisatie, processen en infrastructuur en
dus voor de Service Manager.

Trust me — Tell me — Show me — Prove me
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