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Risicoanalyse: The Beer Tender Trial

Aart Bitter
7 January 2010

@ Volume Indicator: Shows how
much beer is left in the keg

i | Freshness Indicator: Beer stays
3 | fresh 30 days from tapping

Temperature Indicator: Shows
actual Beer temperature

Temperature Control: choose
from 3 temperature settings.
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Disruption of business
Value Financial Loss Embarrassment activities Public Order
1 [<€1.000 Department < 10% Shrug shoulders
2 |[€1.000-€10.000 [Corporate 10 % - 50 % Grumble
3 [>€10.000 CNN >50 % Strike
Valuation
Owner Asset type cC 1l A
IT Beertender [ 1 |3] 2
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Wrong BEER (Overdue/Warm)

passwords

No BEER

» Unauthorised System Access — Use of weak

» Theft of the Beertender display - Inadequate
use of physical access controls
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| 3 |Over 5 times a year |
Impact Definition

If the vulnerability is exploited, up to

1 33% of the asset will be lost
If the vulnerability is exploited, up to

2 66% of the asset will be lost
If the vulnerability is exploited, the

3 asset will be completely lost

07/01/2010 Risk Assessment: The Beer Tender Trial. 5

* Likelihood: 1
* Impact: 2
* Risk=1x1x2=2
* Possible control:
* 11.4.7 Network Routing Control
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Likelihood: 2

Impact: 3
Risk=3x2x3=18
Possible control:

* 11.3.1 Password Use
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controls

Likelihood: 2
Impact: 3
Risk = 2x2x3=12
Possible control:
+ 8.2.2 Security Awareness, education & training
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Risk=12:
» 8.2.2 Security Awareness, Education &
Training

Risk=2:
« 11.4.7 Network Routing Control
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IT Audits - Security Consulting - Training

Website
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