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¢ Onnodig extra werk / beheer

¢ Het niet kunnen garanderen van de continuiteit van de
bedrijfsvoering

» Verdediging: informatiebeveiliging / Information
Security

» Wat beveiligen, Hoeveel beveiligen
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Cost of incidents

low Security high
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Transfer! Avoid

Kans
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Beveiligingsbeleid

Risicomanagement

Bewaken
&
Evalueren

Beveiligingsplan

Implementatie
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« ISF methods for RA & RM ) EB
¢ ISO/IEC 13335-2 (ISO/IEC

27005) e GSTool

) e ISAMM

e ISO/IEC 17799:2005 e
e ISO/IEC 27001 e Proteus
e |T Baseline Protection Manual e RA2
¢ MARION * RiskWatch

» HEHARI

¢ Octave v2.0
e SPB800-30 (NIST)
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Betrouwbaarheidseisen

Beveiligingsbeleid Afhankelijkheidsanalyse ) B
voor informatiesysteem

v
’
, v
’ . Alle ner
Risicomanagement Kwetsbaarheidsanalyse Beveiligingsniveaus per
IS-component
Bewaken \\
& \ ‘
Evalueren ‘\
\
Beveiligingsplan - Risicomanagement Selectie van maatregelen
Implementatie
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Beveiligingsbeleid

1a. Inventariseer en 1b. Beschrijf

beschrijf processen informatiesysteem
I .
v I
3. Bepaal belang van 2. Relateer informatie-
ieder proces systeem aan processen

4. Definieer I

—

betrouwbaarheidseisen

Betrouwbaarheidseisen voor
informatiesysteem
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Betrouwbaarheidseisen per IS
component

Bepaal kwetsbaarheid per I1S-
component

v

Bepaal benodigde beveiliging per IS-
component

Bedreigingen en beveiligingsniveaus
per IS-component

Component 1

Component 2
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n en beveiligingsniveaus
r IS-component

Bepaal maatregelen per
IS-component

v

Bepaal maatregelen per I

Informatiesysteem

v

Vergelijk maatregelen -
set met referentielijst

Referentielijst
(1ISO-17799)

Getroffen
maatregelen

Selectie van maatregelen

Informatie-

20 september 2007 Saxion Hogescholen 12



Componenten
& Dreigingen Kwetsbaarheden
Afhankelijkheden

Risico’s

Maatregelen
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Uitgedrukt in een scorel-7
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ESTABLISH CONTEXT

RISK ASSESSN ENT
RISK ANALYS§S

RISK TREATMENT
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RISK RISK RISK
AVOIDANCE TRANSFER REDUCTION

RISK MONITORING AND REVIEW

RISK ACCEPTANCE
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INTERMATIIMAL ISONEC
ETamDARD 17788

INTERNATIONAL ISONEC]
STANDARD
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Information Security
Management System

system that, based on a business
risk approach, is intended to
ensure the availability,
confidentiality and integrity of
information and associated
assets.

20 september 2007 Saxion Hogescholen 18



The risk assessment methodology selected shall ensure that
risk assessments produce comparable and reproducible
results.

d) Identify the risks

1) Identify the assets and the owners of these assets.

2) ldentify the threats to those assets.

3) Identify the vulnerabilities that might be exploited by the
threats.

4) Identify the impacts that losses of confidentiality, integrity
and availability may have on the assets.

19
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etermine whether the risk is acceptable or requires
treatment using the criteria established in c).

f) Identify and evaluate options for the treatment of
risks
Possible actions include:
1) applying appropriate controls;
2) knowingly and objectively accepting risks
3) avoiding risks;
4) transferring the associated business risks to other parties,
e.g. insurers, suppliers.
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risk assessment and risk treatment process. This selection
shall take account of the criteria for accepting risks (see

4.2.1c)2)) as well as legal, regulatory and contractual
requirements.

The control objectives and controls from Annex A shall be

selected as part of this process as suitable to cover the
identified requirements.

The control objectives and controls listed in Annex A are not
exhaustive and additional control objectives and controls
may also be selected.
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Security Policy

Organization of IS

A111n%as YH

[
P—
E‘ Avunoss feasAyd
I ——
‘16w suoire edO

1011U0J SS92JY

B

Juswdoprap swe

Compliance
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ISO 27004 — ISMS Metrics and measurement

ISO 27005 — ISMS Risk Management

H
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SHERLOCK HOLMES
RESUME SERVICE

* INTERNATIONALLY
FAMOUS WRITER

* OVER 1,000,000
WORDS IN PRINT

* WILL WRITE YOU A
WINNING

RESUME

"+ 30 Years Professional Writing
* Excutive or Entry-Level

+ Cover Letters, Reference Lists
* Free Consultation

= Laser Printing / Computer Typesetting
* Quality Paper / Matching Envelopes

+ Rush Service - While You Wait

+ Student Discounts

A * General & Business Writing / Editing

NATORAL L WRITERS UNION (UKL

i TR s (73T

;Enusﬂmnwmms oF (5P
ALTADENA CHAMBER nrnauume Rome Brters

—\tm.llblz
815,398-4631

1575 N. LAKE AVE., SUITE 202 PASADENA
(2 Blks. North of Washington — Lake Exit Off 210)
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BT e O G S e e
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Comeon! It can‘tgo

wrong everytime...
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Arbody here know how to play
| #hicrosafts' Flight Simuldtar 2
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bescherming van informatie
op de PC met o.a.
passwords en screensavers
. “confidentiality, integrity
and availability”

Informatiebeveiliging sostine gk OEC|ASSITiCEErde

dat fysieke toegang deel
\ uit maakt van het
beveiligen van systemen

wat beveiligingsincidenten

zijn en hoe en waar hij deze

wat ha ers kunnen

’ hoe hij passwords moet f
gebruiken en welke hij "‘Oe; rapporteren
= niet moet kiezen
Fysieke beveiliging V/AS
)

p
Passwords  Beveiligingsi radenten

informatie
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Security Incident Management

Business Continuity Management
Handboek IB niet goedkeurd
Controleplannen (Compliance)

(Physical + Logical) Access Control (PPT)
. patchmanagement

10 Inzicht in externe koppelingen

© 00 N Gt
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15.Mobile devices

16.Monitoring System Use
17.Management of Removable Media
18.0SG, TVE, OS Hardening
19.Clear Desk Policy

20.Asset management
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NIST, Sp800-30, Risk Management Guide for Information
Technology Systems

« ISO/IEC 27001; ISO/IEC 17799

WwWw.enisa.europa.eu

WWW.gao.gov

Www.nist.gov

www.iso.ch; www.nen.nl
www.information-security-governance.com
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Aart.Bitter @information-security-governance.com
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